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Preface 
The purpose of this document is to discuss issues and problems associated with spam 
email, describe available technologies to fight spam and explain how eSafe unique 
solutions can fight spam. 
 

The Email Spam Problem 
Unsolicited commercial email, commonly referred to as spam, is growing rapidly and is 
finding its way to desktops both in the home and in the office. The major impact of 
spam is on ISPs that must cope with increasing amount of email traffic. Businesses 
are also suffering from spam attacks that affect their infrastructure and productivity.  
 
Spam is commonly compared to paper junk mail. However the difference is that junk 
mailers pay a fee to distribute their materials, whereas with spam the recipient or ISP 
pays in the form of additional bandwidth, disk space, server resources, and lost 
productivity. If spam continues to grow at the current rate, the spam problem may 
become unmanageable in the near future. 
 
The graph below (from bloodgate.com) shows spam statistics since 2000.  We can 
clearly see an increase in spam emails since Q4/2000 and an exploding increase in 
2003.   
 

 
 
 

According to Jupiter Research, in 2001, U.S. consumers received over 140 billion 
'spam' e-mails and since then the average amount of spam per user has increased 
from 3.7 to 6.2 emails per day.   They predict that by 2007 spam email will increase 
significantly, reaching more than 645 billion messages. This means the average 
Internet user will receive up to 3,900 spam messages a day! Even if an individual 
can delete one spam messages every second it would still take one hour every day to 
manually remove spam. 
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In a study done by Ferris Research in 
January 2003 they have quantified the 
annual cost of spam: $8.9 billion for 
U.S. corporations, $2.5 billion for 
European businesses and another 
$500 million for U.S. and European 
service providers.  The cost comes 
from loss of productivity, consumption 
of IT resources and the helpdesk cost.  
 
Ferris also tried to predict the future of 
the email spam and according to this 
study, there will on average be 41 
spam emails per user per up from 10 in 
2003. 
 

 

 
 

Legal Issues 
Twenty-six U.S. states and sixteen European countries have some sort of law 
restricting or banning unsolicited email, according to the www.spamlaws.com web site. 
 
Internet service providers, for example, have met with significant successes on the 
anti-spam legal battlefield. For example, in April 2002 AOL Time Warner's America 
Online unit, won an injunction (http://news.com.com/2100-1023-874664.html) and 
secured a "significant" monetary settlement against a spammer, while EarthLink 
secured a more than $24 million judgment in a comparable case 
(http://news.com.com/2100-1023-945148.html). 
 
Unfortunately those legal actions clearly failed to stop spammers from sending 
unsolicited emails. 
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How can spam be stopped? 
There are several techniques to fight spam; none can completely eliminate spam 
without blocking any legitimate email as well.  However, using a combination of 
techniques, spam can be reduced to the lowest possible minimum and yet not block 
legitimate email. 
 
Let’s look at a typical spam message and examine the methods used to identify and 
block it. 

 
 
eSafe employs a combination of techniques to combat spam. Some of the methods 
used are available as part of the eSafe’s Advanced Anti-spam Service. 
 
Explained here are spam and anti-spam methods. Methods which are part of the 
Advanced Anti-spam service are marked with an asterisk (*). 
  
1. Real-time black lists 
This technique, commonly referred to as RBL (real-time black-hole lists), checks the 
incoming IP address against various Black Lists to verify that the sending server is not 
listed as an open mail relay that spammers can use to relay their unsolicited emails.    
 
Normally any secure mail server should refuse to relay (send) email from an external 
sender to anybody outside its domain. This ensures that spammers cannot hijack it 
and use it to send spam that will look like it is coming from a legitimate mail server.  
Unfortunately some system administrators, for whatever reason, fail to configure their 
mail servers to block such a relay. 
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Black lists like MAPS (www.mail-abuse.org) RBL (real-time black-hole list), ORDB 
(open relay database; www.ordb.org) and others contain dynamic lists of IP addresses 
of mail servers that are known to send spam (or which are hijacked by spammers to 
relay spam).   A complete list of the various Black Lists can be found at: 
www.declude.com/junkmail/support/ip4r.htm 
 
eSafe comes with a default set of the seven most reliable free RBL services. eSafe 
can be configured to use several RBLs at a time for higher accuracy. 
 
2. Internal Black lists and White lists 
The external RBL and other blacklists are sometimes not enough. In some situations 
there will be need for more specific and accurate lists. 
Blocking by sender email address is an old technique because today spammers use 
random email addresses with existing valid domain names each time they send a new 
bulk of spam.  However, blocking email from certain domains known to be used by 
spammers can yield good results.  
White lists are the opposite of blacklists and contain addresses that can be 
misidentified as spam sources such as some subscribed mailing lists and newsletters 
or emails arriving from certain domains that also host spammers or that are open 
relays. 
 
eSafe provides an updatable list of domains known to be used by spammers.  Users 
can configure eSafe to block all email coming from such domains.    
Alternatively, eSafe provides an option to allow receiving email ONLY from designated 
domains that a user normally communicates with. 
 
3. DNS Lookup 
This technique can identify if the sending mail server is a legitimate one and has a 
valid host name.  This will eliminate the majority of spam sent by mail servers 
connected to the Internet using a dial-up connection, as well as most ADSL and cable  
connections, simply because they are not registered in any domain name server 
(DNS) as a qualified host (they do not have their own static IP and a registered host 
name like mail.adomain.com.)  
 
IMPORTANT:  Some system administrators fail to register the host name of their mail 
servers, for whatever reason, in the DNS.  This will result in rejection of legitimate 
emails from their domain. 
 
Two methods can be used for DNS lookups: 
 

a) HELO host name lookup – This is the preferred method.  The receiving 
server will get the host name of the sending mail server from the SMTP 
HELO command, perform a simple DNS query and verify that the resolved IP 
address is indeed the IP address of the incoming connection.  
 

b) Reverse DNS lookup – This is not a very good method as it is time-
consuming.  The receiving server performs a “reverse DNS lookup” for the IP 
address of the incoming connection and check if there is a valid registered 
hostname associated with it.  Reverse DNS lookups take too much time and 
can result in timeouts and rejection of legitimate emails. 
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eSafe uses the first and more efficient method for its DNS lookup option. 
 
4. Anti-spoofing 
Email address spoofing is a technique used to send email messages from outside 
sources masquerading as internal addresses within the organization. 

• One example would be to send an email to john@company.com masquerading 
as alice@company.com. 

• Another example would be to send email to john@company.com masquerading 
as john@company.com. The recipient seems to be receiving a mail from 
himself. 

 
eSafe provides a complete Anti-spoofing solution, blocking email masquerading to be 
coming from someone within the organization. 
 
5. Header Analysis 
Header verification is the process of inspecting the email SMTP header for compliance 
with standards to make sure that they are not forged by spammers.  Also, some spam 
sending applications insert certain identifiable information info the email SMTP header, 
such as the name of the email client used (X-MAILER:) and other data. 
 
eSafe provides the ability to block email with malformed headers as well as block 
spam email according to a configurable list of identifiers.  eSafe comes with an 
extensive list of identifiers for all major known spam mailers. 
 
6. Mail-bombing prevention 
Mail bombing can be executed as a Denial of Service (DoS) on a mail server, or as a 
spam attack on an organization, attempting to send masses of spam messages to the 
domain, using dictionary mailers. 
 
Anti-bombing regulates the flow of email to prevent an overload that can slow down 
email servers or cause DoS. The anti-bombing feature monitors the number of email 
sessions that are open at the same time as well as the total number of email 
messages in the spool. 
 
Increasing the ratio of outgoing sessions to incoming sessions increases the 
throughput, and vice-versa. This feature significantly raises the mail server tolerance to 
bombing attacks.  
 
The use of email with a large number of recipients is a common bombing technique 
that leverages your SMTP server to multiply the volume that it handles by the number 
of recipients in each email. Limiting the maximum number of recipients per email 
enables effective blocking of spam and pyramid email that contain far more recipients 
than can be expected in a legitimate email. 
 
eSafe allows granular configuration of number of incoming and outgoing concurrent 
connections as well as allowed email size and number of recipients. 
 
7. Directory Harvesting Attacks Prevention  
Directory Harvest Attack (DHA) is a technique that allows spammers to gather valid 
email addresses of targeted organizations.  During a DHA, spammers attempt to 
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deliver email to different addresses, such as johna@yourcompany.com, 
johnb@yourcompany.com, etc.  
 
Addresses that are not rejected by the receiving mail server are determined as valid 
and are later used to compile and sell as part of spam mailing lists. 
 
eSafe provides full protection against Directory Harvest Attacks. 
 
8. Subject Analysis 
Many spam messages contain common text in the subject of the email. A sample list 
of such subjects that can be used to clearly identify spam would include text like: 

a. Get rich fast 
b. University diploma 
c. Save money 
d. Viagra online 
e. Credit repair 
f. Increase your …. 
g. Make $$$ 
h. etc… 

 
Moreover, according to anti-spam laws, the bulk mailers of unsolicited emails must 
include “ADV:” in the subject line.  Therefore adding “ADV:” as a keyword will at least 
block law-abiding spammers. 
 
eSafe provides a comprehensive updatable list of keywords that are known to be used 
by spammers in the subject and in the body of the spam email. 
 
9. Spam Database* 
The spam database technology extracts hash signatures from received email and 
compares against a database of known spam emails. This is a very powerful 
technology if implemented correctly because it has the potential of blocking spam in 
real-time. 
 
Spam can by polymorphic, meaning it can be slightly modified from time to time, with 
every batch sent, or even with every email sent. A good hash-signature system should 
allow for variations in spam samples. By inspecting different parts of the spam and 
generating a smart hash-signature - most variants of any specific spam can be 
identified.  
 
To be even more effective there is a need to “clean” each suspected spam from 
various “junk” characters, data and tags intended to attempt circumventing anti-spam. 
Only then is the email inspected. (See Heuristic analysis below.) 
 
eSafe implements hash-signature checking as part of its Advanced Anti-spam 
Services.  eSafe uses an updatable database of smart hash-signatures that are 
collected using “Real-time Spam Collectors” (see below).  eSafe’s smart hash-
signatures are extracted after email text is cleaned from junk characters and junk 
HTML tags. This also allows eSafe to identify also polymorphic spam. 
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10. Lexical Text Analysis* 
Lexical text analysis examines the content of the email and looks for strings of text that 
can be interpreted as spam such as offers to purchase something, offer to use 
services, solicitation to visit a web site, etc. It is based on lexical rules that include 
Boolean logic with operators like OR, AND, NOT, etc. 
An example rule might be: 
 
all natural OR all-natural OR natural ingredients AND weight-loss OR weight loss 
 
Lexical text analysis for spam identification is part of eSafe’s Advanced Anti-spam 
Service.  eSafe is able to utilize predefined rules to analyze textual content in email 
body and classify it as spam content by context or content that is otherwise unwanted 
such as pornography, criminal activity, etc. 
 
11. Statistical (or Bayesian) text analysis* 
Statistical analysis or Bayesian filtering is based on statistics derived from analyzing 
collections of very large number of spam messages. The system can be “trained” to 
specifically identify spam with a high identification rate and low false-positives. 
 
eSafe Advanced Anti-spam Service includes statistical text analysis specifically tuned 
for high spam detection rate. The algorithm rules are updated from time to time. 
 
 
12. Heuristic analysis* 
Heuristic analysis is used can identify email that looks like spam based on the 
existence of certain common characteristics, such as the usage of mixed foreign 
character sets, image links which are server queries (with/without a recipient unique 
ID),  mix of different obscure and/or non-printable characters, different encoding 
methods, etc. 
 
One common technique spammers use to make it harder to catch spam is 
automatically add a lot of random junk text or random junk HTML tags that are not 
visible to the recipient of the email but can confuse products that extract hash-
signatures.  
 
Here is an example portion of junk HTML tags embedded in spam email: 
**<!B>D<!D>ig<!X>ital<!D> Cab<!E>l<!X>e<!D>FI<!X>LTE<!D>RS a<!X>re<!Y> 
Fi<!D>na<!E>lly Ava<!E>ilab<!D>le** 

When HTML comment tags are removed, the message is: 

**Digital Cable FILTERS are Finally Available** 
 
eSafe’s heuristic analysis identifies many common characteristics of spam ,blocking 
such emails . Besides identifying various spam characteristics, the heuristic system 
cleans email from junk characters and HTML tags so that a hash-signatures can be 
extracted and compared with the hash-signature database. This method also allows 
eSafe to identify polymorphic spam. 
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13. Porn Image Detection* 
A large portion of spam messages contain visual pornographic content. This content is 
not just time and resource consuming but can also be offensive. It could even lead to 
legal liability problems. 
 
eSafe Advanced Anti-spam service detects spam with links to images. The service’s 
auto-web-crawlers access the web server where the images reside and analyze the 
images using pattern matching algorithms which detect visual pornographic content. 
The solution is smart enough to distinguish nudity from medical or other legitimate 
images. If the images are identified as pornographic the site will be indexed and added 
to the URL database. 
   
14. Web-beacons, Cookies & Scripts 
Web beacons are a very powerful tool in the hands of sophisticated spammers that 
identify “live” email addresses and intensify sending of spam to these addresses.   
When an email with a web-beacon arrives at a user’s Inbox, it is usually displayed in 
the preview panel on the screen.   If such an email contains the following hidden HTML 
command, the email client will send a request to the “www.website.com” server with 
user’s email address as a parameter:  

 
<img src=”http://www.website.com/script.php?youraddress@somewhere.com” 

border=”0” width=”0” height=”0”></img> 
 
The spammer who owns this website will immediately know that the email arrived at 
the “youraddress@somewhere.com” Inbox and that it was viewed by the user.  This 
indication is enough to immediately start bombarding this user with more and more 
spam. 
 
Web beacons can also be embedded inside scripts, cookies and other more 
sophisticated HTML commands. 
 
eSafe is capable of blocking emails with web beacons as well as completely removing 
all scripts, cookies  and other dangerous HTML commands from incoming emails. 
 
15. OCR Text Recognition* 
Many spam messages arrive as a graphic image and not as text.  Many anti-spam 
systems cannot analyze the text that appears in the graphic image and thus are 
unable to identify spam. 
 
OCR (Optical Character Recognition) technique knows to read the text even if it 
appears as a graphic image. 
 
OCR text recognition is part of eSafe’s Advanced Anti-spam service.  The back-end 
system that collects and analyzes spam messages contains OCR technology, which 
enables it to extract hash-signatures for image-only spam as well. 
 
16. Text Manipulation Analysis* 
Many spam messages use tricks to make it harder for anti-spam tools to textually 
analyze its content. Text manipulation is a method or replacing certain characters in 
the spam text with visually similar characters, separating characters so it is difficult to 
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analyze as a whole word, using auditory similar symbols or letter to represent words 
and parts of words, and more. Some examples are: 

• P0RN instead of PORN (zero instead of capital O). 
• \/\/arez instead or Warez (\ / \ / used to form the letter W) 
• V.I.A.G.R.A instead of VIAGRA 
• 4U instead of “for you” 
• etc. 

 
17. URL Classification 
Virtually any spam messages contain a URL link as this is the major “call-to-action” for 
spammers. Besides visible links like “Click here for more information”, or an image link, 
many emails also contain dynamically downloaded content like images text and 
advertisements, only visible when the email is being viewed. 
 
Checking all these URL links against a database of known classified URLs, yields 
surprisingly accurate results.  Moreover, this technology delivers an almost zero rate of 
false positives.   Even if a non-spam email arrives with a URL to a pornographic 
website, organizations most probably want to block it as well. 
 
URL classification is part of eSafe’s Advanced Anti-spam service. eSafe is the FIRST 
and ONLY product on the market today that provides URL checking as part of its anti-
spam service.  
 
In addition to the category of known spam URLs, eSafe users can choose additional 
URL categories which are considered inappropriate, illegal, or non-productive 
(pornography, criminal activity, racism, hate, hacking, warez, etc…) and should be 
blocked if they appear inside incoming email. 
 
The URL database used by eSafe is automatically generated around-the-clock, by 
server farm of over 3,000 automated bots that crawl the Internet 24x7, categorize new 
web-sites and re-categorize old ones. The database is updated every 10 minutes and 
currently contains over 18 million web sites – more than any other web filtering 
product.  
 
18. Anti-relay 
Anti-relay systems protect mail servers from being hijacked and used by spammers to 
broadcast unsolicited emails.   The anti-relay option blocks all email to recipients that 
do not belong to the organization. 
 
eSafe provides a complete Anti-relay solutions. 
 

Spam Collectors: The eSafe Spam Analysis Resource 
Spam Collectors are anonymous email boxes on various mail servers that are used to 
attract spam and feed the hash-signature database with real-time fresh spam email 
samples. 
Spam Collectors email addresses are promoted throughout the Internet where 
spammers harvest email addresses for their mailing lists.  By definition, every email 
that arrives to the Spam Collector mailbox must be spam. 
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It is important to note that only a few hundred, well spread spam collection mailboxes 
are needed in order to catch all new spam emails. 
 
Spam Collectors are part of eSafe’s Advanced Anti-spam service.  Currently there are 
800 Spam Collectors that collect more than 30,000 new spam messages every day 
and update the main hash-signature database every 10 minutes. 
 

Questions to ask an anti-spam vendor 
Here is a list of important questions to ask an anti-spam vendor in order to asses his 
ability to effectively block spam: 
 

1. What is defined as spam email by the vendor? 
Aladdin defined spam as all unsolicited commercial email. 
 

2. How spam emails are collected for analysis? 
In eSafe’s Advanced Anti-Spam Service, spam emails are collected 
using 800 Spam Collectors. 
 

3. How many spam emails are analyzed on a daily basis? 
In eSafe’s Advanced Anti-Spam Service, more than 30,000 spam 
emails are analyzed every day. 
 

4. How frequently anti-spam rules and/or spam signatures are updated and 
sent to customer? 

eSafe’s Advanced Anti-Spam Service, sends spam signatures and URL 
updates every 4 hours. 
 

5. Does the product check for embedded URLs against categorized database 
and how big is this database? 

eSafe’s Advanced Anti-Spam Service is the FIRST and ONLY anti-
spam solution that uses URL filtering to block spam email. 
 

6. What additional security features does the product provide to minimize 
exposure to spam? 

eSafe provides extensive anti-relay and anti-spoofing features as well 
as unique protection against web-beacons and directory harvest 
attacks. 
 

7. Is there a 24/7 monitoring and automatic reaction for spam attacks? 
eSafe’s Advanced Anti-Spam Service is an automated system of 3,000 
servers that analyze spam from Spam Collectors, categorize URLs and 
provides updates to customers 24/7. 
 

8. Does it require tuning and constant maintenance of anti-spam filters? 
eSafe does NOT require contacts tuning and maintenance of anti-spam 
filters.  All the updates for spam rules and signatures are provides as 
part of the Advanced Anti-Spam Service. 
 

9. How much time from the product installation will it take the administrator to 
tune the system to effectively block spam? 
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eSafe will provide excellent spam filtering from the first moment it is 
installed in the organization.  With the Advanced Anti-Spam Service, 
there is absolutely no tuning or tweaking required to get more than 90% 
of spam blocking. 

 
10. Does the product support remote quarantine management and what actions 

can be taken on quarantines spam? 
eSafe supports remote quarantine management that allows system 
administrators to easily locate any blocked email and send or forward 
as necessary. 
 

11. Can the product handle high volume email traffic (emails per hour)? 
One eSafe machine is capable of processing more than 60,000 emails 
per hour including anti-virus scanning. 
 

12. What operating systems the product supports? 
eSafe supports Windows 2000 operating system as well as Linux on its 
hardened Virtual Appliance platform. 
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Dare to Compare Anti-spam Matrix 
 
 

Anti-spam technology/feature Feature 
weight eSafe Other 

product 
DNS Lookup 1 √  
Keywords (in subject/body) 3 √  
Internal Black/White lists 
(sender/domain) 5 √  

Lexical/text analysis 5 √1  
Statistical text analysis 5 √  
Header analysis 5 √  
Heuristic analysis 7 √1  
Real-time black-hole lists (RBL) 7 √  
OCR2  7 √1  
Anti-bombing 7 √  
Porn image detection 8 √1  
Web beacons, cookies, scripts 8 √  
Directory harvesting protection2 8 √  
Manual tuning not required 8 √  
Hash-signature spam database 10 √1  
Spam collectors backend 10 √1  
URL classification2 10 √1  
Anti-relay 10 √  
Anti-spoofing 10 √  
Quarantine Management 10 √  

Total Score 87 / 1441  
   
Feature weight:  Importance of a certain feature for overall and accurate spam blocking. 
 
1 – Feature available as part of eSafe’s Advanced Anti-spam service. 
2 – Feature unique to eSafe products only. 


